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Introduction of the Football Game

Competition

• Multiple-bits collision side channel attack on AES

How many feet are best?

• How many bits are best for the attack method?

Scoring

• Detecting multiple-bits collision successfully

Referee

• Attacking Efficiency



How to Train
——the procedure of the attack strategy



How to Score
——the procedure of the attack strategy

• For each sub-traces of S-box 𝑖1, 

calculate the distance between 

each  of S-box 𝑖2 and it;

• Choose the minimum one and get 

∆;

• Choose ∆ as the result, whose 

number is maximum.

 Improved:

maybe the top three as the results,     

and check them by

∆𝑘𝑖1,𝑖2 ⊕∆𝑘𝑖2,𝑖3 = ∆𝑘𝑖1,𝑖3



Probability of Scoring
——the probability of successful detection

the probability of two traces corresponding to the collision n 
bit has the least distance:

the probability of successful detection for the method:

the probability of successful detection for the improved method:



So, How Many feet?
——how many bits collision are best for the   

number of necessary traces?

To  reach a 90% success rate for the original attack schedule:

n-bits 1 2 3 4 5 6 7 8

number of traces 288 160 168 128 192 256 512 256

To  reach a 90% success rate for the improved attack schedule:

n-bits 1 2 3 4 5 6 7 8

number of traces non 128 120 96 140 256 256 256

So, maybe when playing football game with AES or other block cipher, two 
hands and two feet are enough for you to be a best scorer!



Thanks!

Are you the best scorer?


